
Source Code Disclosure in MPSPC Website 

 

Step1: An attacker navigates to the home page of MPSPC application at the URL: 

http://mppharmacycouncil.nic.in/. 

 

 
 

Step2: He copies the URL of one of the Download link. 

 

Step3: He pastes the Copied link in the address bar of the browser. 

(http://mppharmacycouncil.nic.in/DownloadHandler.ashx?ImageName=2011120211515834

31059prarupofnewabhivachanpatra.pdf). 

 

 
 

Step4: He changes the value in the “ImageName” parameter to /../../web.config and 

sends the request and the web.config file is downloaded successfully.    

 

 

 
 

Recommendation: Please implement any one of the below 

  

 Directly refer the pdf path instead of using the ashx page  

 Implement indexing and pass the index values in the “ImageName” parameter 

 Validate for .pdf extension and also block directory traversal (/../) characters. 

          


