Confidential

e, BN
(e -
Quality Assured

Web Application Security
Audit Report

of

Hindustan Shipyard Limited

Testing URL

(http://203.110.84.93/hsl/index.aspx)

March 2013

Version 1.0

AKS Information Technology Services Pvt Ltd
E-52, First Floor, Sector-3, NOIDA- 201301, INDIA
Tele: + 91 120 4545911
Telefax: + 91 120 4243669
Web Site: www.aksitservices.co.in

Confidential


http://www.aksitservices.co.in/

Confidential

Web Application Details

Website Name : Hindustan Shipyard Limited
Testing URL : http://203.110.84.93/hsl/index.aspx

All information contained in this document is confidential and proprietary to AKS IT Services
and Hindustan Shipyard Limited, disclosure or use of any information contained in this
document by photographic, electronic or any other means, in whole or part, for any reason
other than for the purpose of operations / network / application security enhancement of the

Hindustan Shipyard Limited website internal review is strictly prohibited without written consent.

AKS IT Services shall assume no liability for any changes, omissions, or errors in this document.
All the recommendations are provided on as is basis and are void of any warranty expressed or
implied. AKS IT Services shall not liable for any damages financial or otherwise arising out of
use/misuse of this report by any current employee of Hindustan Shipyard Limited or any

member of general public.
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Executive Summary

This report documents the findings of the web application security audit level-I for the website

http://203.110.84.93/hsl/index.aspx. The objective of the test was to find out

vulnerabilities that can be seen and compromised by malicious users. The sections below

describe the business risk involved and the corresponding technical vulnerabilities.

Summary of F

indings

Table of Findings

A finding of Vulnerabilities is tabulated below:

Finding Vulnerability Description Level I
No.

1. Cross Site Scripting Open

2. Open
Broken Authentication and Session Management

3. Open
Malicious file Upload

4. Open
Cross Site Request Forgery

5. 0
Security Misconfiguration pen

6. Password Auto Fill Feature Open

7. Privilege Escalation Open

8. ASP.Net Padding Oracle Open
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The OWASP Top 10 (2010) for the Application

http://203.110.84.93/hsl/index.aspx

# Vulnerabilities Status
(Safe/ Unsafe/NA)
1. | Injection Flaws Safe
2. | Cross Site Scripting (XSS) Unsafe
3. | Broken Authentication and Session Unsafe
Management

4. | Insecure Direct Object Reference Safe
5. | Cross Site Request Forgery Unsafe
6. | Security Misconfiguration Unsafe
7. | Insecure Cryptographic Storage Safe
8. | Failure to Restrict URL Access Safe
9. | Insufficient Transport Layer Protection Safe
10. | Unvalidated Redirects and Forwards Safe

Confidential
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STANDARD

Open Web Application Security Project (OWASP) standard was used for conduct of level I web
application security audit of the application at “http://203.110.84.93/hsl/index.aspx”.

The OWASP Top Ten represents a broad consensus about what are the most critical application
security flaws. The following table summarizes the OWASP Top Ten Most Critical Application
Security Vulnerabilities:

Injection flaws, particularly SQL injection,
are common in web applications. Injection
occurs when user-supplied data is sent to

Al Injection Flaws an interpreter as part of a command or
query. The attacker's hostile data tricks
the interpreter into executing unintended
commands or changing data.

XSS flaws occur whenever an application
takes user supplied data and sends it to a
web browser without first validating or
encoding that content. XSS allows
attackers to execute script in the victim's
browser which can hijack user sessions,
deface web sites, possibly introduce
worms, etc.

A2 Cross Site Scripting (XSS)

Application functions related to
authentication and session management
Broken Authentication and Session |2 © _often miolt  fimpleiminta correct.ly,
A3 allowing attackers to compromise
Management :
passwords, keys, session tokens, or
exploit other implementation flaws to
assume other users’ identities.

A direct object reference occurs when a
developer exposes a reference to an
internal implementation object, such as a

A4 Insecure Direct Object Reference file, directory, or database key. Without an
access control check or other protection,
attackers can manipulate these references
to access unauthorized data.

A CSRF attack forces a logged-on victim’s
browser to send a forged HTTP request,
including the victim’s session cookie and
any other automatically included
A5 Cross Site Request Forgery authentication information, to a vulnerable
web application. This allows the attacker
to force the victim’s browser to generate
requests the vulnerable application thinks
are legitimate requests from the victim.

A6 Security Misconfiguration Security misconfiguration can happen at
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Insecure Cryptographic Storage

Failure to Restrict URL Access

Insufficient Transport Layer
Protection

Unvalidated Redirects and
Forwards

any level of an application stack, including
the platform, web server, application
server, framework, and custom code.
Attacker accesses default accounts,
unused pages, un-patched flaws,
unprotected files and directories, etc. to
gain unauthorized access to or knowledge
of the system.

Many web applications do not properly
protect sensitive data, such as credit
cards, SSNs, and authentication
credentials, with appropriate encryption or
hashing. Attackers may steal or modify
such weakly protected data to conduct
identity theft, credit card fraud, or other
crimes.

Many web applications check URL access
rights before rendering protected links and
buttons. However, applications need to
perform similar access control checks each
time these pages are accessed, or
attackers will be able to forge URLs to
access these hidden pages anyway.

Applications frequently fail to authenticate,
encrypt, and protect the confidentiality
and integrity of sensitive network traffic.
When they do, they sometimes support
weak algorithms, use expired or invalid
certificates, or do not use them correctly.

Web applications frequently redirect and
forward users to other pages and
websites, and use untrusted data to
determine the destination pages. Without
proper validation, attackers can redirect
victims to phishing or malware sites, or
use forwards to access unauthorized
pages.
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Detailed Findings

1. Vulnerability: Cross Site Scripting (XSS)

Description

XSS flaws occur whenever an application takes un-trusted data and sends it to a web
browser without proper validation and escaping. XSS allows attackers to execute scripts
in the victim’s browser which can hijack user sessions, deface web sites, redirect the
user to malicious sites or possibly introduce worms, etc.

Risk Rating

Severe

Complexity of Attack

Average

Attackers can execute scripts in a victim’s browser to hijack user sessions, deface web
sites, insert hostile content, redirect users, hijack the user’s browser using malware,
etc.

1.1 How test was performed
Case I: Stored XSS

1. Login to the application and navigate to Menu>View Menu and select About Us from
the Page Name and Approved as Module Status drop down an click on Edit button

for Mission Menu as shown in the snapshot below:
Ml il | Hindustan Shipyard Limited, Govem.. = | || view CMS: ML ADMIN
€ @ 031108493

Y oo

> & D- 0
Department CONTENT BOX : CMS

VIEW MENU
Empiloyee Management

e o Engias 5 o e
Gallery : " [T

Board Of Directors
News & Announcement
Vendors Comer
Tender
Product

Recrutment

Archive Management

Grievance And Feedback
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2. Click on text editor’s source button and enter the javascript
“><script>alert(111)</script> as shown in the snapshot below:

@ 264 Ve L AGHAN - Neaile Frefor = ron |
File Edit istory Bookmarks Tools Help

Add Me DMIN x | (1 Problem leading page | £ Hindustan Shipyard Limited, Govern... ~ | + |

€ P2 3 S R

Archive Management

Grievance And Feedback

3. Click on the Save button and the menu will be updated successfully as shown in the
snapshot below:

Welcome To Admin Panel - Mezilla Firefox [= o ==
Edit Bookmarks Tools Help
anel x | (i Problem loading page | L Hindustan Shipyerd Limited, Govem... = | +
€ @2 93 Auth/ Adn e firm C gld=18&5tat ¥ &LinkParen P A B~ > -
P EEEED S8 “d Dovmload for Desktop 8 Donnload for iPhone ) Advanced Dawnioad JJ Music Videos 5 Videos 1 Entertamment &+ Morer
— WELCOME TO ADMIN PANEL : 15 MAR 2013 | 05:13 Hello! Binapani Ningombam B
as
= O
User
EcitProfile ChangePassword Dashboard Logout
Department CONTENT BOX : CMS

Menu has been updated successfully.

Employee Management

Menu

Board Of Directors

News & Announcement

Vendors Cormer

Tender

Product

— e ——— —

4. Click on back button then select Draft from the Module Status, select Mission and
click on for approval button. The menu will be sent for approval as shown in the
snapshot below:
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@ Welcome To Admin Panel - Mozila Firefox [E=SIE=R ==
Fle dt View Higtory Bookmerks Jool: Help

"} Welcome To Admin Panel * | 8 Problem losding page | Hindusten Shipyerd Limited, Govern... = | + |

€ | @ 030108493/ HSL Auth Adr firmaticnPag gva|la-o Plae B =~
2- IEZED @8R el Dovnioad forDesktop B Downioad foriPhone @ Advanced Donnload J Music Videos {8 Videos i Entertainment &, = Morer
WELCOME TO ADMIN PANEL : 15 MAR 2013 | 05:16 Hello! Binapani Ningombam Ml

L * 0

Dashooard  Logout

Role

User
EditProfile  ChangePassword

Department CONTENT BOX

Menu has been send for approval successfully.

Employee Management

Menu

Gallery

Board Of Directors

News & Announcement

Vendors Comer

Tender

Product

Select For approval from the Module Status drop down, select Mission and then click on
Approve button. The menu gets approved as shown in the snapshot below:

|@ Welcome To Admin Panel - Mezillz Firefox = o e
Edt View Higory Bookmarks Tools Help

Welcome To Admin Panel % | s Problem loading page | L2 Hindustan Shipyerd Limited, Govern... = [ + |

& | @ 2031108493/ HEL/ Auth/ AdminPanel ConfirmationPeg 8+ | a-pes I S IR
2~ EZEl #SSvre ] Dowioad for Deskiop 48 Download for iPhone @) Advanced Download  JJ Music Videos {h Videos 1 Entertainment e

WELCOME TO ADMIN PANEL : 15 MAR 2013 | 05:18 Hello! Binapani Ningombam

L 9

EditProfile ChangePassword Dashboard Logout

Role

User

Department CONTENT BOX

Menu has been approved successfully.

Employee Management

Menu

Gallery

Board Of Directors

News & Announcement

vendors Comer

Tender

Product

————r———

Now go the public page and navigate to About Us>Mission and the javascript saved in
the menu gets executed as shown in the snapshot below:
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S | ) Hindustan Shipyard Limited, Govern... X | {_i Welcome To Admin Panel x I + |
€ | @ 203.110.84.93/HSL/ content/9_1_Missicn.aspx

Waiting for 203.110.84.93...
=02 ||
16-03-2013 |

RTINS

Case II: DOM XSS

1. After login to the application navigate to Menu>Add New Menu and scroll down to the
FCK Editor on the page as shown in the snapshot below:

|:'"‘:Hmdustan Shipyard Limited, Govern... |C} Upload Phote - | + =

€ @ 20211084.93/H5L/Auth/AdminPanel/ CMS/AddMenu.aspsdMedulelD=18& pesitien=0 @ || @ - Deito Search Al A B- B

Add Menu :HSL ADMIN

Start Date =
Tip:-dd/mm/yyyy

Expiry Date =

Page Description :

B 2 HOGIB: L BEBE®E S P o (4N E S
BV & Rl o & s

B 7 U s = U N At
PO =0 &S

: Stle ~ | Format | Nomal ~| Fortt - Size - Ty -
=R =)

n

ST ENE S E S SR

2. Now click on the source button and enter the javascript
"><script>alert(111)</script> in the source as shown in the snapshot below:
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Firefox {3 Add Menu :HSL ADMIN 3 | £ Hindustan Shipyerd Limited, Govem... * | [_i Upload Photo [ +] ==

& 203110.84.93/H5L/ Auth/AdrminPanel/ CMS/ AddMenu,aspxMadulelD=18& pesition=0 @ || @ + Delta Search Pl B- B

Start Date B
Tip:-dd/mm/yyyy

Expiry Date B

Page Description :

= e Ni=E | |E
\ \

L L)

» }
l ">escriporalers(lll)</seripey] I

n

© @ €

= EE

=N

"E e g

15-03-2013

3. Click on the Save button and then click on preview as shown in the snapshot below:

& 2031108483

ddl Menu :HSL ADMIN | 3 Hindustan Shipyard Limited, Govem.. |[jj Upload Photo | + | ==

P A B- @

HEL/ Auth/ AdminPanel VS AddMenu., JedulelD=18&+position=0 C Q - Deits

Meta Keyword
(Enter comma seprated
keyword) :

Meta Description:

Start Date B
Tip:-dd/mm/yyyy

Expiry Date B

Page Description :

B®6G S [08 2% B &

B T U s % i N T
HAPO=Q &=
~ | Fomat ~ | Font ~| size - Ty Ju-

m

c @ €

Sloj=]e]al] s
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4. The javascript gets executed as shown in the snapshot below thereby confirming the
presence of DOM Based XSS.

Firefox = I F——
& @200 | Ypreview [+]

& @ 203.110.84.93/HSL/fckeditor/editor/fkeditor htmlIInstanceMame= cti0d_Cor

m

Read 203.110.84.93

2leelao]E]S]a]l]

Note: This vulnerability exists throughout the application.

Preventing XSS requires keeping un-trusted data separate from active browser content.

I.  The preferred option is to properly escape all un-trusted data based on the HTML context.
Include data escaping techniques in their applications.

II. Use positive or “white-list” input validation to protect against XSS.

ITI. Use HTML & URL encoding for applications which accept special characters and meta
tags. Such validation should decode any encoded input, and then validate the length,
characters, and format on that data before accepting the input.

Iv. Client side and server side validation should be implemented. Server side validation is
mandatory.

Confidential Page 14



Confidential

2. Vulnerability: Broken Authentication and Session Management

Description

Application functions related to authentication and session management are often not
implemented correctly, allowing attackers to compromise passwords, keys, session
tokens, or exploit other implementation flaws to assume other users’ identities.

Risk Rating

Severe

Complexity of Attack

Average

Such flaws may allow some or even all accounts to be attacked. Once successful, the
attacker can do anything the victim could do. Privileged accounts are frequently
targeted.

2.1 How test was performed

Case I: Improper Cache Control

1. Clear the browser history and login to the application. Now traverse some of the
authenticated pages from the application.

2. Logout from the application and select work offline from the browser as shown in the
snapshot below:
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Firefox ~

e| Edit View Higtory Bockmarks Tools Help

New Teb | Hindusten Shipyard Limited, Govern.. | + |

New Window

€ 202110
Open Lecation..
Open File...

HINCD 0o

(TH| Close Window

ARD LIMITED

iompany in the Country)
inistry of Defence

Save Page As

Email Link...

Page Setup... Admin Login

Print Preview

Print... Ctrl+P

v | Work Offline rname

Password

Text is not case sensitive™
Please write above code to input box

Lost your password? Forgot Password

3. Now go to the history tab on the taskbar of the browser and the pages accessed will be
displayed as shown in the snapshot below:

Bookmarks Tools Help

R Fie Edit View

dmin Login Back Alt+Left Arrow ited, Govem... | + |
& @ 2031108093 HoL auhys|  omerd LAz Q-0
> Heme Alt+ Home
H INDUSTA]  hovaiHstn cushitd  E[)
5 Restore P
(THE First 1S0-90! Ssere e
AGovt. of I Recently Clos v
— w | Dot 3
| Admin Login
elcome To Admin Panel 0g

Archive
Report

Upload Signature

View Registered Candidate: HSL ADMIN

Current Openning Recruitment :ADMIM HSL

Advertisement

Test Center
Product manage

v Tender Award : ADMIN HSL
| View Comrigendum : HSL ADMIN
Extend Tender Due Date: HSL ADMIN P

| View Tender : HSL ADMIN
/ ut box

|
@

Lost your password? Fergot Password

QL

SRS

% AACIEEENIE
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4. Click on any of the authenticated pages from the history and the application opens the
authenticated page which is only visible to the user after login as shown in the snapshot
below:

[Frefox~ | {1 Report 3¢ | ] Hindustzn Shipyard Limited, Govern... | + | ==

& | @ 2031108493/ H5L/Luth/AdminPanel Recruitment/ report.aspxfiledulelD=17 € || @ ~ Delig Sears Pl A B- B

WELCOME TO ADMIN PANEL : 15 MAR 2013 | 01:38 Hello! Binapani Ningombam

L v O

EditProfile ChangePassword Dashbeoard Logout

Department CONTENT BOX : RECRUITMENT
REPORTS
Employee Management
Menu
Post Select Advertisement No Select E
Gallery
Discipline Select |z| Categary Select E
Board Of Directors
Gender Select inority: Select E
News & Announcement
State Select [=] Ex-Sericeman Select [+
Vendors Comer
Center: Select
EILE Date From: Date From
Product

Father DisciplineName Gender Marital Date Of State EmaillD

Recruitment IHusband Status Birth

Name

lsforie|©]a]r |

Cache Control Implementation:
The following solutions are recommended for the above mentioned flaw:

I. Access control mechanism should be extensively tested to be sure that there is no way

to bypass it.

II. Multiple mechanisms, including HTTP headers and Meta tags should be used to ensure
that the pages containing sensitive information are not cached by user's browsers.

ITI.  Authentication pages should be marked with all varieties of no cache tag to prevent

someone from using the back button in a user's browser to backup to the login page.

Some of the tags are:

Cache-control: private

Cache-control: no-cache

Cache-control: no-store

Cache-control: pre-check=0

Cache-control: post-check=0

Cache-control: must-revalidate

Pragma: no-cache
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Code vulnerable to remote file inclusion (RFI) allows attackers to include hostile code
and data, resulting in devastating attacks, such as total server compromise. Malicious
file execution attacks affect PHP, XML and any framework which accepts filenames or
files from users.

Risk Rating

Severe

Complexity of Attack

Easy

Whole application server can be compromised.

3.1 How test was performed

Case I:

1. Open the public page and navigate to Vendors Corner>0Online Registration>Apply
Online Registration and create a new vendor and login with the username and
password received on mail for the same vendor created as shown in the snapshot below:
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: Admin Login

Home AboutUs Facilities Vendors Corner Tender Portal Products Recruitment ContactUs

On-Line Regist

On-Line Registration

Instructions To Vendors
. Instructiions To Vendors
. Procedure For Registration

Apply Online registration

Annexures i
o Click here to Validate Username and Password.

« Login here With Valid Username and Password recieved on Email
. _Annexures
LOGIN
Username:  auditor
Password: o o
Vendor Typer  Contractor v
Enter Captcha :* Sl s
LG DU '.' ~
Please write above code to input box
ZVDLH

12:07
17-03-2013

2 m TS

will be displayed. Fill in the details and upload a valid pdf file in the Upload Document
for respective Firm type as shown in the snapshot below:

(s Connecting...

& @ 2031108483 HSL Contractors

icationForm.asp

On-Line Registration

Welcome! sudit
MNew Registration || Sign Out

1. Firm Type™ Propristor

Upload Document for your respective Firm Type C\Users\AKSIT\Picture

. In case of proprietor please upload scanned affidavit of for Rs. 100 On non judicial stamp paper and send original to HSL
. In case of partnership firm please upload scanned parnership deed send notarized copy to HSL

In case of Private Limited or Public Limited firm please upload scanned Memorandum of Association/Articles of
Association send notarized copy to HSL

In case of Government firm please upload scanned Memorandum of Association/Articles of Association send notari.
copy to HSL

. Name of the Firm / Company /Shop™ AKSIT

. Established on® 20/03/2012

. Upload scanned copy of the Certificate of
Incory ation of Company/F
(Notarized) *
(the file should be paf, _jpeg snd within the 2MB size only)

C\Users\AKSIT\Pictures

. Details of "LICENSED CONTRACTOR" Certification held * C:\Users\AKSIT\Deskio

. Office Address ™
a. Door o™

b. Street™

Waiting for 203.110.84.93...

@le|fo=] [8][E)

11:50
17-03-2013

Confidential Page 19



Confidential

3. Intercept the request on proxy as shown in the snapshot below:

request to hitp:/f203.110.84.93:80

| forward | | drop | ‘ interceptis on | | action |
raw | params r headers hex | render r‘v'\e".-vstate |

R

R

R"

R"

R" U

118192784424722

Content-Disposition: form-data; name="ctl00$cti00$ContentPlaceHolder1$contentVendorRegistrationFUPT_LicensedContracto®, flename="abc.pdf"
Content-Type: application/pdf

%PDF-1.4
%50
6 0 obj =</Linearized 1/L 44750/0 8/E 40655/N 1/T 44584/H [ 596 169]==
endobj

wref

615

0000000016 00000 N
0000000765 00000 N
0000000841 00000 N
0000000967 00000 N
0000001061 00000 N
0000001345 00000 n
0000001533 00000 n
0000001662 00000 n
0000019674 00000 n
0000019920 00000 n
0000020101 00000 n
0000020335 00000 n
0000040332 00000 n
0000040579 00000 n
0000000596 00000 n
trailer

4. Change the extension of the file from pdf to html through Null Byte Character (%00)
as shown in the snapshot below:

equest to hitp:203.110.84.93:80
forward | | drop ‘ | interceptis on ‘ | action ‘

raw | params r headers | hex | render r/‘v'i—:"a-*astate ‘

i

R

R

o

R" U

118192784424722

Content-Disposition: form-data; name="cl00$cti00$ContentPlaceHolder1$contentVendorRegistration$FUPT_LicensedContractof filename="abc htmi%00.pdf"
Content-Type: application/pdf

%PDF-1.4
%430
6 0 obj <</Linearized 1/L 44750/0 B/E 40655/ 1/T 44584/H [ 596 169]>>
endobj

ref

615

0000000016 00000 n
0000000765 00000 N
0000000841 00000 n
0000000967 00000 n
0000001061 00000 n
0000001345 00000 n
0000001533 00000 n
0000001662 00000 n
0000019674 00000 n
0000019920 00000 n
0000020101 00000 n
0000020385 00000 n
0000040332 00000 n
0000040579 00000 N
0000000596 00000 n
railer

5. Forward the_request and chceck the response on browser. The registration form
navigates to the next page which shows that the file was successfully uploaded as
shown in the snapshot below:
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| £ Admin Lagin x| +] (==
B

Corner » On-Line Registration (=]

{_} On-Line Registraticn:Centracter

€ | @ 202110 84.93/H5L ContractorépplicationFerm.aspriAdd=4

You are here : @

On-Line Registration OEinsiHea) o 5 i
WWelcome! auditor

Mew Registration || Sign Out

21. Give Particular Of
a. Service tax/ Works Contracts Tax.”

Registration No.*

Date of Registration.”

m

b. PAN Details

PAHN Name™

PAN Number™

c. Certificate from PF. Authorities

Code Number™

22. Authorize Capital

23. Subscribed share capital

certificate from ™

Branch Amount Date of Issue

£ [WC]fe] EEET

Note: This vulnerability exists throughout the application.

The following solutions are recommended to fix this flaw:

L.

II.
I1I.

Iv.

Application should check allowed File extension and File type (MIME Type) in the
upload module using white-list filter at server side.

File to be uploaded should be restricted to a particular size.

Server side check for not allowing long filename with double extension/double
dot(.)/nullbyte(%00)/meta characters.

Assign only Read and Write permissions to the upload folders as required.
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4. Vulnerability: Cross Site Request Forgery (CSRF)

Description

A CSRF attack forces a logged-on victim’s browser to send a forged HTTP request,
including the victim’s session cookie and any other automatically included
authentication information, to a vulnerable web application. This allows the attacker to
force the victim’s browser to generate requests the vulnerable application thinks are
legitimate requests from the victim.

Risk Rating

Moderate

Complexity of Attack

Average

Attackers can cause victims to change any data the victim is allowed to change or
perform any function the victim is authorized to use.

4.1 How test was performed

Case I:

1. After login to the application, click on the Edit Profile link above as shown in the
snapshot below:
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"} Hindustan Shipyard Limited, Govern.. | + | ==
A & B- H

WELCOME TO ADMIN PANEL : 15 MAR 2013 | 02:05 Hello! Binapani Ningombam B

B ® % O

Edit Profile ChangePassword Dashboard Logout

CONTENT BOX

Department

Username =  5qmin

Employee Management

Emailid=:  qychiziran@gmail com576 Tip:-abc@gmail.com
Menu

]

Contact No *: | 5952414563

Gallery
Name=:  wiss[+] ' Binapani Ningembam

Board Of Direciors
Address®:  dglh indiadkbjbd43243243645

News & Announcement

Vendors Corner State":  Daman and Diu =]

Tender Country*:  Guyana E L4

Product

Recruitment

wor ||
15032013

2. A malicious user provides a crafted page to the admin user which points to an html
page whose content is crafted for a purpose to change the Contact No of the Admin
user as shown in the snapshot below:

| Carf page_HSL - Notepad =[P [
File Edit Format View Help
+thDJ1tzaFJzyy0f41stnzkEVAZFDsw‘RdyzuEExxoﬁ\-.-ZPejqu\-

12ko3gTT4AImsalvgrsha -
+ZGDOIZl(S‘IZhSSVmBI‘I(PgF\' Zr SHXWIBPVTS/Z3zKe84L eaphka L\‘Qx(JHZQEHqZH‘\KQdEXGB‘ISaZYYLIONaumSYHr"m+\"ZMQZI4Mj3\‘.‘1Mbp1q+\-‘BR
+NRFcZ14yIxdpaedgPDF 3hvhamonzyc3rb4QCzeT /cEpvahjoyAX /WQENDUSO0LYGA U4 BPKNGON GVNWCCWCKDLdRKBMGBC 2r rTNZZ4NN4 D67 S7ZXg8y6KN5Z5 8KTI
ABSaQQDS?\-;ZOEVObSTUyROnngYIKIBVZTOMd'm‘ka(qDTzA('\SaN\-.‘mIFDQFDTLASRKPUSTBFY‘FTIISDAWOKEmaLK\"(JHd\-‘ckoggtmeTeuSBPSBSeqS7GGJEqZTK
WZO+/00a4eIUbUTUMpTKAVVT

+8gdkgQwPi3/QKZr InMVDzajFTvs cCRyqytGWGT /B331zX0gf X2cw351xXFIaxbINKTx1r 8néB /urRInghgrKmypuvLLkCWx1SiRNkwvy
(23

7GOLWKF Coyus2pD2cIccs

+CZg,/Q4yRe2 /UI8VeWovNMTgs Sydkry YL TCTThwmpXF3Txs I5TF 3q,/4Ye7Zvgz8k1XQ59r eCZXgVoHWHr LOFRZU/4qKroUu5QRy 1P IwCHM jX30pet 1HGNkPFE jfaay
X50ZzkeeTRznZE15NnZ27Ps5uwsj77mlZasYgQbr ?]TJSXHSSMSJpAH'I 30QF /mvnBsXBpsAWQUIt /R1d/8

+6CY\1Y6‘\QQ]zh2yX‘\GAEXKRCQCrleeTSykIXC 'L7xP190520JA1bDSUrrExd4t2coB5587x,/Tz+ 4EZGHH1ASOSKIYPIGJQtA(K\wL
+nbir5ICEX8VHmads50zkv3bIHfOpCzt XxEGBGICEKUPGXTZ77VBk 527 1+37 SHyt 3c5arvoxnor 519bxHPKk T xuuTvFZk

+JwpBI168NNHUPYM W, 36SuSSxW.KZPSBZXStruQx(OanHCOYHZD'IZdEH AeIinftT

+RbO2LHMNL 8X807 bxcYw87 hy8BUFUQs S joMr LUFHMthxr { @gEEZKF cw5 XC33C jdgragp8BRCEZUOVLSITKr 6120uRZUOVQYdATAVXCW] df Pm87 ok42v/sM2algvf
q\QtV\'GKHF‘FEFX&FYUYOXEVI};DTCJ Z90if7uoXAZFaljuRZpny/ ]HnVAEleuESZgD\ 33dG9j450271u001 /u0RQIT4S+kajsdaryIkvHvgrIsdtZema
+\Og’mq$nY3§axuaRO'\BchoddestrgFrIchS‘\szP\chggTQSQhrTQHFccoaBnAl'luqst\IAB]FPSFXS'\eaATtA]..TIHFNYZAtngozgxfquhDJRyQP\xQI
oFObsaljt/l1G

+5RpVZNWvTV8y X 0jv4 DgkuUgNOAWRGAYYH / nquQuslm-l'lZJS?JBEG WG7mTuXqwuBk /DT/ VN7 17ZusVZEFPI{vbKZ] jxvvjvkekn740GgkgL40mKr SUSBZCgyX
NdeX1HvelvgErmOSekL jp3FISfy+FCXAING 1 C+STSKpGKQDCpm 56\+Yrar'\smTBnFJ\ucUSqu]yBcs]D—rrfys-lvza; 'MOOC 8Ky+khPmmiQx
+VVEF2PTIn]V]dmSUAIGF1agRUTktRAr wh&agoysKwrBhw3ezZyX,/ e57 JFSo8wENIbit3vdanjeivwinIgpnaefTClowt NeFTbOeZuZySQQVxSJaaH]cnnquuok\
QGNCDG5mAZbIKGYDEmMPUL X+ IHKTLOUFHr NY+k6xaZ gGDFKE625 eowviM2PYhT J0BAL /HKELZ17WDaGGSH4IzgnoirHMUGE /b5 5XdFHSC+vTH]TeBN.

+kDfLZZz4 XxhtwkinVFUQMPXIkpQROpEOQYYXZrCalkYsulowsfdi /11aszZ SmTITD5L0SGY,/4Q4pbnmE SYLK /IcmvHsuR/ 913turlMHh18mJ3q1r13+0LmRszmHT8—lJ E
S1A5Tac/ QsrthVUryXJRObNZﬁLrlhungnﬁﬂclkanZKnRVbSSEBJast 5777 7CckbNmKgE g5mGO T vI5RIP4YZMA I 9YS XRNNECWSYOH2Ns IUN2PEHUK 3GWkZ 8u67
WN3QPLr4Adsre0yqc0rx7zsiAixjofmrEq8vIpoF /GaGPewpkp/cohld,/TTXLZKS Y0ZF 20BPTG57 %25 5mg IGhHPT akCgGF cuwgVXndDUUMEPh7KeQyh02uTE3NaTF
pzRQVDX6T IMOgmXAN4hf's ZWxK110YVAGxwWI3 11 PpFak joxk /md3QH+7 eMLHaU 3QaHNCUVTQPUIZb 5yqDIpAYZ jOTAamgye, SOOFDanEHOP‘FZ-HSL
+vox00pvrbwfjvzTR7 v ZxcRbS\-.uM]JODhEJf OF 2DWEPPWLT 9wz TmaMUr aYEhR91 ps2g5+T3mesZycF pfHHT 205UKZNTWr09yUT

+QeekwkbMH3p9zZ EqAXWUVGCET) EJ UAWTUXSXVIS50LUZPDUCEO0EXIVOCAOEDCHS

+0VK75Uh55 JIMHZQCPPVOGKYKXThOXNKH Jomy8etrNv2ygmeidnBvECMgxTKjrDi 37 kmbBJoVS\p\-aZgSTugA\ks]prleQSFbT.UDDpTafxmpcudIgr‘ph]klﬂ
12824 3wxx]1GACUNZI JIKVEUUM3QSEGWASA /CXTNCZS0COVNMMNINKEK 2T 6F 1 XbKZwEFVIL|

+NmQViMSHTUUUPILVLYCICMaBPTPY7 UR1ZEvVoAkge3aTemvilhs8ojz ReOGmAchZuzDVODquDnL DMZPYCOWQAUCZ
+C2dsGdx6awwUHNLIKr PCZQd06Z6we 3ZM2RU jkguP 1 xhf eeGCdQcvNMTAWT IRZNS4 TXXhEr GUEHNS T abwxohwgfoi dwiuHiNIS4 eyEYMTYQWSGTTgR
+hT5HDtZRHJe89EaHKRCOPGXQJ-lYmLXB].VSBZ\lkaLleT+NDgthHeOrﬂ />
en v 0"

<input __SCROLLPOSITIONX" value=

<input __SCROLLPOSITIONY" value="0" />

<input __WIEWSTATEENCRYPTED" value="" />

<input crtlo0ScontentplaceHalderl$Txtusername”

<input cr100ScontentPlaceHolder1$TxteEmail” v I> -
<input crlo0ScantentplaceHolderl§Txrcontact’ T
<input ctlooscontentplaceHolderlsorpInitial’

<input ctlooscontentPlaceHolderl$TxtName” value="Binapani Ningombam"

<input ctlo0scontentPlaceHolderl§Txtaddress” \a'\uef"dew-\,m:hadkb]bd43243243645" ’>

<input ctlo0scontentPlacerolder1sddlcity” value="9"

<input crlooscontentrlaceHolderlidrpCountry” value=" E?"

<input ctlooscontentrlacerolderisbtnupdate™ value="update” /=

</Form:=

<scripts

document.csrf.submit();

</scripts

</body>

</htm]=

[2]E] oas

15-03-2013 |

cle|e] . ]ofm=]
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3. Once the user runs the crafted page with the help of browser, the changes get saved
and the profile gets updated successfully as shown in the snapshot below:

‘ £} Welcome To Admin Panel | 3 Hindustan Shipyard Limited, Govern... | £} Welcome To Admin Panel x|+ |||
€ | @ 2031108493 H5L/ Auth/ AdminPanel/ ConfirmationPage.aspx @ || @ - Deito Search 2 & B- H
WELCOME TO ADMIN PANEL : 15 MAR 2013 | 03:04 Hello! Binapani Ningombam
L b
=z v O
EditProfile ChangePassword Dashboard Logout
Department CONTENT BOX
User Updated Successfully.
Employee Management
Menu
Gallery 3
Board Of Directors
News & Announcement
Vendors Corner
Tender
Product
Recruitment
2@ el loE[S]=
' =il «_:m ’:-J o J (M [l

Note: This vulnerability exists throughout the application.

Preventing CSRF requires the implementation of following solutions:

L. Use a CSRF guard code. A CSRF guard code is a server side code that inserts a hidden
random value in the requested page of a web application. When that page is
resubmitted to the web server with some user input, this hidden value is verified by the
CSRF guard code. If the resubmitted page contains the hidden value, it is allowed
through for processing. If the hidden value is not present, the CSRF guard blocks that
page with the user input.

II. Avoid the inclusion of unique token in the URL, which is subject to exposure and ensure
the large length of token string if possible.

III. Use POST instead of GET requests. Even though the attack shown here was carried out
on a POST request; forging fake POST requests is much harder than forging GET
requests.

Iv. Another countermeasure that should be considered is using the referrer header field to
validate the origin of the request. Even though it can be faked it makes it more difficult
for the attacker.

Confidential Page 24



Confidential

5. Vulnerability: Security Misconfiguration

Description

Applications can unintentionally leak information about their configuration, internal
workings, or violate privacy through a variety of application problems. Attackers use
this weakness to steal sensitive data or conduct more serious attacks.

Risk Rating

Moderate

Complexity of Attack

Average

Depends on the information, such flaws frequently give attackers unauthorized access
to some system data or functionality. Occasionally, such flaws result in a complete
system compromise.

5.1 How test was performed

Case I:

1. Open the public page at URL http://203.110.84.93/HSL/Index.aspx and enter the
javascript “><script>alert(123)</script> in the search box. The application
responds with an error page as shown in the snapshot below:

Confidential Page 25



Confidential

A potentially dangerous Request For.. X

| DashBoard : HSL ADMIN <] + ] =
A A B- B

é €0 203.110.84.93/HEL Inclex.,

Server Errorin '/HSL' Application.

A potentially dangerous Request.Form value was detected from the client (ctl00sg="">
<script>alert(123)</...").

Description: Request Valdation has detected a potentially dangerous ciient input value, and processing of the request has been aborted. This valus may indicate an aftempt to compromise the securty
of your application, such as a cross-site seripting attack. You can disable request validation by setting validateRequest=false in the Page directive or in the configuration section. However, it i strongly
recommended that your application explictly check al inputs n this case.

Exception Details: System.Web.HitpRequestValidationException: A potentially dangerous Request Form value was detected from the client (cti00Sq="">=script=alert{ 123}

Source Error:

[Mo relevant source Tines]

n

Source File: ciWindows\Microsoft NET\Framew orks

2.0.50727\Temporary ASPNET Files\hsh8ccc8e2bl2724b470\App_VWeb_index aspx cdcab7d2 9rz0cs  Line: 0

Stack Trace:

ttpRequestvalidationException (0x80004005): A potentially dangerous Request.Form valus was detected from the client (ct1005g=
System.\Web. HttpRequest.validateString(String s, String valueName, String collectionName) +11075099
.KttpRequest.ValidateNameValusCollection(NarevalusCollaction nve, String collectionName) +71
.HttpRequest.get_Form() +178

.HttpRequest.get_KasForm() +11075335

.UIL.Page. GetCollectionBasedonvethod (Boolean dontReturnNull) +124

.UIL.Page. DeterminePostBackMode() +83

.UI.Page. ProcessRequestdain(Boolean includeStagesBeforeAsyncPoint, Boolean includeStagesAfterdsyncPoint) +11041511
.UIL.Page. ProcessRequest (Boolean includeStagesBeforeAsyncPoint, Boolean includeStagesafterAsyncPoint) +11041050
.UI.Page. ProcessRequest () +91

.UL.Page. ProcessRequest (HttpContext context) +240

A5P.index_aspx. ProcessRequest(HttpContext context) in c:\Windows\Microsoft.MET\Frameworkéd'v2.0.50727 Tenporary ASP.NET FilesihsliScccdezb'
System. Web. CallHand]er ExecutionStep. Systen. web. KttpApp]ication. [ExecutionStep. Execute() +599

System. Web. Httpapplication. ExecuteStep(IExecutionStep step, Boclean& completedSynchronously) +171

acscriptaaler|

2l@le 15 ] [ Snwee 8

Case II:
1. After login to the application, navigate to Menu> View Menu and enter (~/) at the end of
URL. The application responds with the following error page as shown in the snapshot
below:

(o] & ==
LA B- B

{} Admin Legin

IR 1.t <tring was ot in o comect form... x |

(— €0 2031108493 HEL Auth

IMedulelD=1~ a@lla-

IminPanel/C viewhlenu.a:

Server Error in '/HSL' Application.

Input string was not in a correct format.
Description: An unhandled exception occurred during the execution of the current web request. Please review the stack trace for more information about the error and where it originated in the code.
Exception Details: System.FermatException: Input string was not in a correct format.

Source Error:

Line 96: else

Line 97:

Line 98: bindMenu_ListBox(Convert. ToInt32(dd1Language. Selectedvalue), Convert.ToInt32{ddIMenuPosition.Selectedvalue));
Line 99:

Line 100: 1

Source File: dinetpubtvwwrootHSLIA i NEWiewllenu.aspxcs  Line: 88

Stack Trace:

[FormatException: Input string was not in a correct format.]
System.Number . StringToNumber (String str, NumberStyles options, NurberBuffer& number, NumberFormatInfo info, Boolean parseDecimal) +10161267
System.Number.ParseInt32(String s, NumberStyles style, NumberFormatInfo info) +207
System.Convert.ToInt32(String value) +46
Auth_Adminpane]_CMS_VienMenu.Page Load(Object sender, EventArgs e) in d:\inetpub\mwwroot'\HSL\Auth\Adminpane]\CHS\Vi entlenu. aspx. cs :98

System.web. Uti1.CalliHelper. EventArgFunctionCaller (IntPtr fp, Object o, Object t, EventArgs e) +25

System.ieb. Uti1.CalliEventHand] erDelegateProxy.Callback(Object sender, Eventirgs e) +42

System.web. UT.Control.OnLoad (Eventargs ) +132

System.eb. UI.Control.LoadRecursive() +66

Systen.web. UT. Page. ProcessRequestiain(Boolean includeStagesBeforeisyncPoint, Boolean includeStagesAfterdsyncPoint) +2423

Version Information: licroseft NET Framewerk Version:2.0.50727 4827 ASP.NET Version:2.0.50727.4827

Note: This vulnerability exists throughout the application.
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Developers should use tools to try to make their application generate errors. Applications that
have not been tested in this way will almost certainly generate unexpected error output.
Applications should also include a standard exception handling architecture to prevent
unwanted information from leaking to attackers.

Preventing information leakage requires discipline. The following practices have proven
effective:

I. Ensure that a customized error message is shown for any error that has occurred,

which gives out very limited information.
II. Disable or limit detailed error handling. In particular, do not display debug information

to end users, stack traces, or path information.
III. Application should make secure to prevent revealing of any kind of error and Hardening

process should be carried out periodically.
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6. Vulnerability: Auto Fill Feature Enabled

Description

Browser has the feature to remember/cache all field values entered by end user into
the application. Sometimes applications are well coded to prevent such caching of
information. This can be misused by a malicious user for some social threats.

Risk Rating
Moderate

Complexity of Attack

Easy

Depends on data cached by the browser.

6.1 How test was performed
Case I:
1. Click on the Forgot Password link at URL

“http://203.110.84.93/HSL/Auth/adminpanel/Login.aspx” and double click on
the username field as shown in the snapshot below:

INEEEREN  rorget password x I:,_f,: Forget Password | + | |£"i|@||
& 203.110.84.93/H5L/2uth/adminpanel/ForgetPassword.asy C || @ ~ Delta Searc A B- B

H I N DU STAN S H I PYARD LIM ITED Cte::)‘n‘ fbis ;:age requires a newer version of Adobe Flash Player.

...........
(THE First ISO-9001 Ship Building Company in the Country)
A Govt. of India Undertaking-Ministry of Defence

Forgot Password

Username

tester

admin

auditor

xyz_123@mailinator.com
g

Text is not case sensitive™

Please write above code to input box

Submit | Back

e
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Note: The browser remembers all the cached values for the Username field as shown
above.

6.2 Solution

The following solution is recommended for the above mentioned flaw:

I. Auto Fill Feature should be disabled all the forms which are publically accessible,
especially at Login and Registration forms in the application.
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7. Privilege Escalation

Many web applications do not enforce access controls on the roles that can perform a
certain transaction. Due to this a low level user is able to perform a transaction that
should only be allowed by a high level user.

Risk Rating

Severe

Complexity of Attack

Moderate

This can compromise the whole application.

7.1 How test was performed

Case I: Vertical Escalation

1. Login as admin and navigate to Employee Management>Change Employee
Password which is unique to admin and copy the URL from the address bar as shown in

the snapshot below:
SR Hinduston Shipyard Limited, Govern. % | {  Change Passw

- =] ==

203.110.84.93/H5L/ Auth/AdminPanel/Employee/ Changeemplyeepazsword azpdMedulelD=16 Q + Deita Searc! Pl A B- B

WELCOME TO ADMIN PANEL : 17 MAR 2013 | 01:42 Hello! Binapani Ningombam
= 4b
B v Q
Edit Profile  ChangePassword Dashboard Logout
Department CONTENT BOX : EMPLOYEE

CHANGE EMPLOYEE PASSWORD
Employee Management

Menu
Badge Number=:

m

Gallery

Password=:

Board Of Directors Retype Password=:

News & Announcement

Vendors Corner
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2. Now login as any new created user for ex asdf which is created by admin and
paste the url in the address bar of the browser. The application shows the
above page as shown in the snapshot below:

(P Fireox = Frr—— Shipyard Limited, Govem... | Change Password X| + ‘ =0 =

€ | @ 2031108493/ H5L/ Luth/ AdminPanel Employes/ Changeemplyeepassword.aspxTModulelD=15 C || @+ Delto Searct P A& B- H

WELCOME TO ADMIN PANEL : 17 MAR 2013 | 01:47 Hello! John

2 ® ¢ O

Edit Profile ChangePassword Dashboard Logout

Board Of Directors ﬁNTENT BOX : EMPLOYEE \

CHANGE EMPLOYEE PASSWORD

Gallery

News & Announcement

Tender
Badge Number=:
Grievance And Feedback

Password=:

Retype Password=:

\_ J

glele|J[ou] [B[EG]a) E

7.2 Solution

The following solution can be implemented for fixing the Privilege Escalation flaw:

I. Create an access control matrix and map each role of the web application as per the
transactions allowed for each role.
II. Implement the access control within the web application.
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8. Vulnerability: ASP.NET Padding Oracle Vulnerability

Description

ASP.Net uses encryption to hide sensitive data and protect it from tampering by the
client. However, vulnerability in the ASP.Net encryption implementation can allow an
attacker to decrypt and tamper with this data. An attacker who exploited this
vulnerability could view data, such as the View State, which was encrypted by the
target server, or read data from files on the target server, such as web.config.

Risk Rating

Moderate

Complexity of Attack

Moderate

Depends on the information stored in web.config file.

8.1 How test was performed

1. Open the following URL “http://203.110.84.93/HSL/content/9_1_Mission.aspx”
as shown in the snapshot below:

1) Hindustan Shipyard Limited, Govemment of - Mozilla Firefox ===
File Edif

Higtory Bookmerks Tools Help

dLimited, Govern.. | £} Hindustan Shipyerd Limited, Govem.., * | + |

0.84.93/HiL/content/9 1 Mission.aspx = Q ~ Deltg Seard! A A B = -

[~ |@ 5 8ORVERTER  Dovnload for Deskiop Downlead foriPhone  Advanced Downlead  JJ Music Videos 33 \ F - Morer

$4ip to Main Content | Screen Reader Access |

Hindustan Shipyard Limited

(THE First 1S0-8001 Ship Building Company in the Country)
A Govt. of India Undertaking-Ministry of Defence

Home AboutUs Faciities Vendors Comer TenderPortal ~Products —Recruitment ContactUs Enter your keyword here o

You are here @

Mission

Profile

Vision

Mission
Objectives
Location

Board Of Director
Organization

Corporate Governance

Whistie Blower Policy
Vigilance
Financial Performance
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2. Refresh the URL and check the response of the application for three different cases:
Case I: Valid ciphertext:
1. Using HTTP Editor append WebResource.axd?d=8GKv-4SRbcs65Z00VKOiMQ2&

amp;t=633802830069218315 in URL and click on Start button, application responds
with 200 OK status code as shown in the snapshot below:

[A] Acunetix Web Vulnerebility Sconner (Consultant Edition) ===
File Actions Tools Configuration Help

NewScan [[@ & 2 & U B € S BB @ ||
ook oy 3 B stert | [ Encoder Tool (<X5)

o] wieb vuinerability Scanner

13, b Scamer Request | Text Oniy

S Todls [ EE 5 | method|cET +| Protocol{ HTTP/LL  +| URL: [nttp:/f203. 110, (7 =8GKy-45Rbess 521 M 1831 - | [E] Ecit Request Variables
(3 site Cravier
-4 Target Finder ReruestHeaders | Request Data
£, subdomai Scanner || Header Name Header Value 1
(3] Bind SQL Injector Host 203.110.34.83:30
-5} HTTP Editor Connection Keep-alive
@ HTTP Siffer Accept-Encoding gip,defiste

B ai F‘;": et User-agent Mozila/é,0 (compatile; MSIE 8.0; Windons NT 6.0)
% Authentication Tester

T Compare Results
{E5 Web Services
&%) Web Services Stanner
& Web Services Editor
{5 Configuration
B settngs

-] Scanning Profies
{5 General
@ Program Undates
\,_n" Yersion Information Response Headers | Response Data  View Page
&P Lcensig View Conkies = Folow Fedrection
48] Support Center
& Pucse Header Name Header Test
&) User Manual (rtm) HTTP/L.1200 0K
&) user Manual {pdf) Cache-Control pubiic
) Acusensar Content-Length 20784

Content-Type application -javascript
Expies Sun, 16 Mar 2014 12:03:56 GMT
Last Modified Wed, 10 Jun 2009 20:40:06 GMT
Server Mitrosof115/7.5
s-Aspllet-Version 20.50727
“Ponered By ASP.IET
Date Sat, 16 Mar 2013 12:19:19 GMT

[Actvity Window

Ready

e = ——s

Case II: Invalid cipher text:

1. Using HTTP Editor replace “d” parameter value with “test” in URL and click on Start
button, application responds with 500 Internal Server Error as shown in the snapshot
below:

[ Acunetix Web Vulnesability Scznner (Consultant Edition) (=[]
Fle Acions Teols Configueion Help

=€ Blee Bd|H|E

1 Bt Benadrto [<)5]

Reques

HEE O weosoT | ProtocolHTTP/L1 | URL: |hitp:

| [E] it Request Varizbies
Reguest Headess |

Header Hame Heades Value

[ =) (= [

[&] View Cookies [ Follow Redection
H Hesdee Tet

pi
3
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Case III: Valid ciphertext but invalid data:

1. Using HTTP Editor, delete “d” parameter value in URL and click on Go button,
application responds with 404 Not Found as shown in the snapshot below:

[A] Acunetix Web Vulnerability Scanner (Consuftant Edition)
File Actions Tools Configuration Help
s B¢ ERPER IE g A

2 B st | Blecoder ool
\\\\\\\\\\

Recuest | Text Orly

E B B & |MetodfseT v protocoHTTP/L1  v| URL: hito:f[203. 110.84.93:80/hsl
- ler
-4 Terget Finder Reguest eaders

12, subdomain Scamer Header Name HeaderValue
3 Bind SQL Injector 7 Host
{3 HTTP Editor ] Comnecton
4 HTIP sniffer ] AcceptEncoding
7] Lser-agent

Responise Headers |Response Data View Page HTML Structure Analysis

[&] View Cookies 1 Follow Rediection

N
@) User Manual (html)
&) User Manual (pdf)
) Acusensor

Sat, 16 Mar 2013 12:18: 10 GMT

[ofl@ ==

Q0

v | [ editRequest varizbles

Note: Using this vulnerability an attacker can download web.config file from the
server and use the sensitive informations from web.config file to compromise the

application/server.

8.2 Solution

Edit web.config to use redirectMode set to ResponseRewrite and defaultRedirect to an error
page defined and introduces a random delay in the error page as shown below:

<configuration>
<system.web>

<customerrors mode="0n" redirectmode="ResponseRewrite"

defaultredirect="~/error.aspx">
</customerrors></system.web>
</configuration>
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Case I:

1. Open the URL “http://203.110.84.93/HSL/Auth/Adminpanel/Login.aspx”, enter
the credentials and intercept the request on proxy while clicking on the submit button.
Right click on the page on browser and click on view source button as shown in the

snapshot below:

@ Source of: http://203.110.84.93/HSL/Auth/AdminpanelLogin.aspx - Mezilla Firefox =8 F=0| 555
Eile Edit Wiew Help
nEttp: /v w3 . org/TR/xntml1/DTD/xhtml 1-transitional . dtd
T type="text/css" />
tr></seript>
<script type="text/javas language="javascript">
function getFass()
var value = document.getElementById('txtPwd').value:
if (value == '')
alerc ('Please Enter user nams and password');
return false:
[-;a-: salt = '147617';
—— e snaSl2 (value) + salt):
document.getElementById (' txtPwd’) .value = hash:
function tablemain onclick() {
</seript>
</head>
<body>
<form name="forml" " onkeypress="3 . FirsDsfault3ucton(svent,
Fp2WG1THT63D0GET5E2RDTaT
4 [ L
= A EREAEIEI R
0 ’ = - - il
L=l 2 H ' [P i S5 a

Note: The salt can be seen travelling in plain text in the source code.

Case II: Poor Captcha Implementation:

1. Directly open the Feedback link from the public page and fill in the details without
entering the captcha value. Click on the submit button and the application shows the
following response from the server as shown in the snapshot below:
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||-im§a’-i| { "} Organization { "} Hindustan Shipyard Limited, Govern... X | { i Upload Photo | + | ]&]@@
€ @ 20311084.93/H5L/Feedbacks23 2 Feedback.aspx € || @ ~ Delta Search Al A B- B
focess | AR P W | =21 4

. . . . Content on this page requires a newer version of Adobe Flash Player.
Hindustan Shipyard Limited " P

(THE First ISO-9001 Ship Building Company in the Country)
A Govt. of India Undertaking-Ministry of Defence

Skip to Main Content | Screen Rea

Home AboutUs Facilities Vendors Corner TenderPortal Products Recruitment ContactUs Enter your keyword here =

Feedback

Contact Number- 98765432112

Emails  aaa@g.com Tip:-abc@gmail.com

Commentand czxcxzc
Suggestion -

EnterCaptcha: SooSefegs = 0 o
94.QyY,
S s §

Textis not case sensitive

Recommendation:

1. Captcha is required to validate the user on client side after submitting the form.
The application here processes the request even if the request is submitted
without filling the captcha value and gets the response back from the server. It
should rather apply a check on the client side only and do not let it go to the
server.

Case III:

1. Open the public page and navigate to Recruitment>Current Openings>Current
Opening and click on Apply link as shown in the snapshot below:
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W!-\ Hindustan Shipyard Limited, Governme... | +

€ | @ 20311084 93/H5L/ CurrentOpenningRecruitment.aspx @lla-

Skip to Msin Content | Screen Reader Access |

H in d u Sta n Sh i pya rd Lim ited Content on this page requires a newer version of Adobe Flash Player.

(THE First IS0O-9001 Ship Building Company in the Country)
A Govt. of India Undertaking-Ministry of Defence

Home AboutUs Faciliies Vendors Corner Tender Portal  Products Contact Us

Current Openning CurrentOpenning

Current Openings

Current Opening Advertisement Post Code/ Openning  Closing

Uploaded  Apply
Recruitment otices Ho. Post Name Eligibility Date  Date

Mo of Post File Now

28 Feb
2013

Download Hall Ticket 5 122e

gaurav

1 filename.p
View Result

-

General

02 Mar 31 Mar
2013 2013

FDITZ012

Manager

(PaA)

E1 Grzdusts in Enginesring with 12 years
EAtoCMD | post quslification e

FO01 08 Mar 20 Mar
Test

abhay.pdf

SNo Qualification Name of the University / Board Year of Passing Class i Division % of Marks Duration in year Full Time/Part Time

0 ddsfdsf fdsfdsf Jan w2013 ~ FirstClass v 75 1 PartTime ~

Add New Row

* Proof for Class/ Division and percentage of marks should be furnishedsion and percentage of marks should be furnished

PREVIOUS EXPERIENCE, IF ANY

SNo Organization name ~ Organization type (Public/Private  Designation From To Pay Scale & LastPay  Reasons forleaving the
IPSU/Others) Particulars Service

0 dfghfhfg Public - dfhdfcghh 30/01/2013 08/02/2013 4555555 dsgdfrgdfrgh

Add New Row

*MNote: Please attach separate sheet for details of Nature of duties performed in each assignmentof Nature of duties performed in each assignment duties performed in each assignment

TRAINING | SEMINAR PARTICULARS

SNo Field / Training Description  Venue From To Indian/ Foreign Conducted / Sponsored by
0 sdasd sadas 30/01/2013 08/03/2013 dsda dasdasd

Add New Row
PROFESSIONAL INSTITUTION MEMBERSHIP:AL INSTITUTION MEMBERSHIP:

SNo Institution Membership Type Entry Date Expiration Date Subscription Sponsored
1 sdas dasd 12/02/2013 29/03/2013 sdasd dasdasd

Add New Row

[seve 8 rocass [ ioe | Bt
=] |©]] ST

i

e ele]L]d

3. Click on Save and Process and the application shown the following error as shown in
the snapshot below and thus the registration form does not get successfully submitted.
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[T 1 compittion error [+] =ls =]
sl # B- B

€ @ 203.110.84.93/HL/ Apply Onlinepaymentdetails.aspx cl|a~p

Server Error in '/HSL' Application.

Compilation Error
Description: £n srror occurred during the compilation of a resource required to service this request. Please review the following specific error details and modify your source code appropriately.
Compiler Error Message: C31501: No overload for method "SendMail takes 4 arguments

Source Error:

Line if (con)

Line {

Line Sendvail(firstname, "", mailid, applicationid);

Line 7 Session["Msg"] = "Successfully Registered.Your Registration No. has been send to your email ID Please Check. your ug
Line Session["BackUr1"] = Resolvelr1("CurrentOpenningRecruitment. aspx?Moduleld=17");

Source File: d\inetpub\w wwrootHSLApplyD: aspx.cs Line: 72

Compiler Warning Messages:
Show Detailed Compiler Output:

Show Complete Compilation Source:

Version Information: Wicresoft NET Framework Version:2.0.50727.4927, ASP.NET Version:2.0.80727.4927

4

Bl ele] o =

" ”l ";] l IS 15-}:.22:)13 :

Case 1IV:

1. Open the public page and navigate to Recruitment>Current Openings>Current
Opening and then click on Apply. The links How to Apply, Mandatory Enclosures

and Edit Application does not seem to be working.

Firefox = Hindustan Shipyard Limited, Governme... | + | oo Jms)
A A B- @A
Skip to Main Content | Screen Resder Access | AP EEE, == -

aQ
o
‘

Content on this page requires a newer version of Adobe Flash Player.

Hindustan Shipyard Limited

(THE First 1ISO-9001 Ship Building Company in the Country)
A Govt. of India Undertaking-Ministry of Defence

FLASH® PLAYER

Home AboutUs Facilities Vendors Corner Tender Portal Products Recruitment ContactUs

You are here : @ » Recruitment

Apply Online AuphiOniine

How to Apply

.

Mandatory Enclosures
APPLY ONLINE
Edit Application

Date of Commencement of Application:
Date of Closure:
Date of Closure of Edit:

Last Date of reciept for Print Application along with DD and Mandatory enclosure:

1137

al o e il
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Case V: Http Only Cookie Enabled

1. Login to the application in IE and enter the javascript
javascript:alert(document.cookie); in the address bar of the browser and press
enter. The token Temp that authenticates the user is displayed on the screen as shown
in the snapshot below:

E=3 =R

)| @ javascriptialert(document.cookiel; pP-Bex H @ DashBoard : HSL ADMIN | ‘ {nr g i93

WELCOME TO ADMIN PANEL : 16 MAR 2013 | 11:51 Hello! Binapani Ningombam B

2 ® ¢ ©

Edit Profile ChangePassword Dashboard Logout

Role

User

g L CONTENT BOX

Employee Management .Y .‘
@ ] ‘)
Menu Role User Menu

Message from webpage [pEas]
Gallery E
I, Temps=88776
Salh -
Board Of Directors I3 ‘\rj @
e |53
News & Announcement Gallery Tender Board Of Director

Vendors Comer

& & 4 v 4

Vendor's Corner Product Corner Recruitment Grievances &
Feeback

Product

Recruitment % .

1 RSl EE E ) P ETED
Case VI: Http Methods Enabled

1. Login to the application, refresh the URL and intercept the request on proxy as shown in
the snapshot below:
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lequestto hitp203.110.84 9380

forward drop || interceptison||  action

AN params rheaders hiy | render rviewslate‘

GET H3LAhiAdminPanelDashBoard aspe HTTR/1A

Host 203.11084.3

User-Agent Mozlals.0 (Windows NT 6.1: v42.0) Geckof20100101 Firefot3.0

Iecapt texthiml applicationditml+iml applicaionfmtg=0.8 ' g=08

AeceptLanguage: en-US eng=04

ecept-Encoding:gzip, defate

Cookie: HPCraphcoessibilty=textSize=Smaller&Theme=Blug ASPNET Sessionld=ojowdgbpankobodBd2iijan _ uima=140341808

0441063 1363412038 1363412936 1363412938 _ ulme=140341808; _ utme="140341808 136341293811 umesr={directutmoon={cirectjuimemd=(nang); Temp=192922
Connecion: keep-alie

2. Now change the http method from GET to OPTIONS in the request as shown in the
snapshot below:

equestto tip/203.110.84.93.80

forward drop interceptison || action

T | params rheaders hex [ render rvie'-m‘state|

lDPT\DNSJ!]SUAuthiAdminPaﬂelfDashEloard.aspx HTTRI1A

Host 203.110.84.93

User-Agent: Mozilaf.0 (Windows NT 6.1; n19.0) Gecka/20100101 Firefox18.0

Accept textiiml applicationitml+iml applicationfmlq=09. =08

AcceptLanguage en-Us eng=05

Accept-Encoding: gzip, deflate

Cookie: HPCropAccessibility=fextSize=Smaller&Theme=Blue; ASP NET_Sessionld=ojowdgbpankgbgadd2itdjau;, _ uima=140341808.

054419635.1363412938.1363412038.1 363412038 1, __uimc=140341808; __utmz=140341808.1363412038 1.1 utmesr=(cirect)jutmecn=(directjutmemd=(none); Temp=132022
Connection: keep-live

3. Forward the request and check the response on proxy. A list of allowed methods on
server gets displayed in the response as shown in the snapshot below:

Confidential Page 40



Confidential

response from hitp:/f203.110.84.93:80MHSL/AuthiAdminPanelDashBoard.aspx

forward drop interceptis on action

raw | params | headers | hex [ render | viewstate

HITPI14.200 OK
Allow: OPTIONS, TRACE, GET, HEAD, POST
Eerver, MICIOS oMol o

Public: OPTIONS, TRACE, GET, HEAD, POST
X-Powered-By: ASP NET

Date: Sat, 16 Mar 2013 06:36:43 GMT
Content-Length: 0

Recommendations: Only the necessary methods like GET and POST should be allowed and
all the other methods should be restricted.

Case VII:

1. Login as admin and navigate to Employee Management>Upload Employee contact
Details and upload a valid pdf file as shown in the snapshot below:

pﬂﬁ&” Hindustan Shipyard Limited, Govern.. * | &) Connecting.. x| + | =T
€)d

203.110.84.83/H5L/ Auth/ AdminPanel/Emplayee/UploadEmpContects aspxTMadulelD=16 X || @ = Deita Search A & B- @

WELCOME TO ADMIN PANEL : 17 MAR 2013 | 02:55 Hello! Binapani Ningombam

B ® $ ©

Edit Profile ChangePassword Dashboard Logout

Role

User

Department CONTENT BOX : EMPLOYEE

UPLOAD EMPLOYEE CONTACT DETAILS

Employee Management

Menu SelectFile " [C\Users|AKSIT\Deskio [ Browse.

Board Of Directors

m

News & Announcement

Vendors Comer

Tender

Product —

Recruitment

for 203.110.84.93...

clele]. o

B[]

Confidential Page 41



Confidential

2. After clicking on Upload file, the application responses with the following error as
shown in the snapshot below:

[Firefox ~ | L Hindustan Shigyard Lirited, Govern.. * | L_} Add Department x| +] =8 E=n

£ 203.110,84.93/HSL/Auth/ AdminPanel Empleyes/UploadEmpContects aspxIModulelD=16 € || @ - Detta Searc Al A B- H

WELCOME TO ADMIN PANEL : 17 MAR 2013 | 02:55 Hello! Binapani Ningombam
L Lo
= * O
Edit Profile ChangePassword Dashboard Logout
Department CONTENT BOX : EMPLOYEE

UPLOAD EMPLOYEE CONTACT DETAILS

Employee Management

m

[ File is in incorrect format ]

Select File = | Browse_
Upload File

glelelaloE=] [8][&

’ o) ‘ SIS

Note: This error exists in all upload modules of the admin user of the application.

Based on the vulnerabilities described above, these are the actions that the application must
take:

1. The preferred option is to properly escape all un-trusted data based on the HTML context.
Include data escaping techniques in their applications.

2. Use positive or “white-list” input validation to protect against XSS.

3. Use HTML & URL encoding for applications which accept special characters and meta
tags. Such validation should decode any encoded input, and then validate the length,
characters, and format on that data before accepting the input.

4. Client side and server side validation should be implemented. Server side validation is
mandatory.

5. Access control mechanism should be extensively tested to be sure that there is no way
to bypass it.

6. Multiple mechanisms, including HTTP headers and Meta tags should be used to ensure
that the pages containing sensitive information are not cached by user's browsers.
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7. Application should check allowed File extension and File type (MIME Type) in the upload
module using white-list filter at server side.
8. File to be uploaded should be restricted to a particular size.

9. Server side check for not allowing long filename with double extension/double
dot(.)/ nullbyte(%00)/meta characters.

10. Assign only Read and Write permissions to the upload folders as required.

11.Use a CSRF guard code. A CSRF guard code is a server side code that inserts a hidden
random value in the requested page of a web application. When that page is
resubmitted to the web server with some user input, this hidden value is verified by the
CSRF guard code. If the resubmitted page contains the hidden value, it is allowed
through for processing. If the hidden value is not present, the CSRF guard blocks that
page with the user input.

12.Avoid the inclusion of unique token in the URL, which is subject to exposure and ensure
the large length of token string if possible.

13.Use POST instead of GET requests. Even though the attack shown here was carried out
on a POST request; forging fake POST requests is much harder than forging GET
requests.

14.Another countermeasure that should be considered is using the referrer header field to
validate the origin of the request. Even though it can be faked it makes it more difficult
for the attacker.

15.Ensure that a customized error message is shown for any error that has occurred, which
gives out very limited information.

16.Auto Fill Feature should be disabled all the forms which are publically accessible,
especially at Login and Registration forms in the application.

17.Create an access control matrix and map each role of the web application as per the
transactions allowed for each role.

18. Implement the access control within the web application.

19. Edit web.config to use redirectMode set to ResponseRewrite.
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Tools Used

I. Burp Suite.

II. DirBuster.

III. Acunetix Vulnerability Scanner.
IV. Internet Explorer.

V. Mozilla Firefox.

Technical risks

The technical risks associated with the above mentioned vulnerabilities are:

I. Cross Site Scripting
II. Broken Authentication and Session Management
III. Malicious file Upload
Iv. Cross Site Request Forgery
V. Security Misconfiguration
VI. Auto Fill Feature Enabled
VII. Privilege Escalation
VIII. ASP.Net Padding Oracle
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General Guidelines

Validate Input and Output

The input that the server receives from the user can lead to malicious code entering the server.
Similarly, the output shown to the user can transmit malicious code to the client system. All
user input and output should be checked to ensure it is both appropriate and expected. Input
validation should be done on the client-side as well as on the server-side.

There are three main models to consider about when designing a data validation strategy.
1. Accept Only Known Valid Data

A character set may be defined for each field where input from the user is accepted. E.g. “A-Z,
a-z, @,., 0-9, _" is a character set for a field that accepts user email.

Reject Known Bad Data

A character set of bad data may be defined for the site that has to be rejected. E.g. "CREATE,
DROP, OR”

2. Sanitize Known Bad Data

A character set of bad data is defined and any input field that has such a character is modified.
E.g. “If there is a single quote (*) in the data, it is replaced with two single quotes.”

All methods must check:

e Data Type
e Syntax
e Length

It is recommended to use the strategy of “Accept only known data”. Further all the allowed
input/output data must be sanitized on the server side by replacing scripts tags, sent as part of
user input/output, with appropriate representations.

For example
e “<” by &lt;
e “>"Dby &gt;
e “(“ by &#40
This would avoid scripts from being executed on the client side.

Client side input must also be checked for URL encoded data. URL encoding sometimes referred
to as percent encoding, is the accepted method of representing characters within a URI that
may need special syntax handling to be correctly interpreted. This is achieved by encoding the
character to be interpreted with a sequence of three characters. This triplet sequence consists
of the percentage character “%" followed by the two hexadecimal digits representing the octet
code of the original character. For example, the US-ASCII character set represents a space with
octet code 32, or hexadecimal 20. Thus its URL-encoded representation is %20.

Other common characters that can be used for malicious purposes and their URL encoded
representations are:
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# Character URL encoded
1. ' %27
2. " %22
3. ; %?3b
4, < %3c
5. = %3d
6. > %3e
7. ) %29
8. ( %28
9. space %20

All input validation checks should be completed after the data has been decoded and validated
as acceptable content (e.g. maximum and minimum lengths, correct data type, does not
contain any encoded data, textual data only contains the characters a-z and A-Z etc.)

A one-time check on the database is to be made for invalid malicious data. This would enable
removal of input that has not been validated in earlier sessions. As otherwise the invalid data

may cause script execution on the user’s browser.

Session Management / Strong session tracking

Session Tokens on Logout

In shared computing environments, session tokens take on a new risk. If the session tokens are
not invalidated after logout, they can be reused to gain access to the application. It is
imperative for the application to remove the cookies from both the server and the client side
after the user has logged out. The user session maintained on the server side must also be
invalidated immediately after logout.

Session Time-out

All the user Session tokens must be timed-out after a certain interval of user inactivity. The
Session tokens that do not expire on the HTTP server can allow an attacker unlimited time to
guess or brute force a valid authenticated session token. If a user's cookie file is captured or
brute-forced, then an attacker can use these static-session tokens to gain access to that user's
web accounts. Additionally, session tokens can be potentially logged and cached in proxy
servers that, if broken into by an attacker, may contain similar sorts of information in logs that
can be exploited if the particular session has not been expired on the HTTP server.

Session Token Transmission

If a session token is captured in transit through network interception, a web application account
is then trivially prone to a replay or hijacking attack. Typical web encryption technologies
include Secure Sockets Layer (SSLv2/v3) and Transport Layer Security (TLS v1) protocols in
order to safeguard the state mechanism token.

Some more key points to remember:
Session ID’s that are used should have the following properties:

1. Randomness.
a. Session Ids must be randomly generated.
b. Session Ids must be unpredictable.
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c. Make use of non-linear algorithms to generate session ID’s
2. Session ID Size

a. The size of a session ID should be large enough to ensure that it is not vulnerable to
a brute force attack.

. The character set used should be complex. i.e. Make use of special characters.
c. A length of 50 random characters is advised.

Salted Hashing

What is salted hashing?

The process starts with 2 elements of data:

1.) A clear text string (this could represent a password for instance).

2.) The salt, a random seed of data. This is the value used to augment a hash in order to
ensure that 2 hashes of identical data yield different output.

In pseudocode we generate a salted hash as follows:
1.) Get the source string and salt as separate binary objects
2.) Concatenate the 2 binary values
3.) SHA hash the concatenation into SaltedPasswordHash
4.) Base64Encode(concat(SaltedPasswordHash, Salt))

Credentials should be encrypted using salted hashes, so that even if the hashes are sniffed the
possibility of replay attack does not exist.

References: http://www.owasp.org/images/3/33/Salted Hashes Demystified.doc

Cache Control Directives

Pages that contain sensitive information should not be stored in the local cache of the browser.
To enforce this, HTTP directives need to be specified in the response. These HTTP directives
need to be used to prevent enlisting of URL:s on the browser history. The following HTTP
directives can be sent by the server along with the response to the client. This would direct the
browser to send a new request to the server each time it is generated.

Expires: <a previous date>, for e.g. Expires: Thu, 10 Jan 2004 19:20:00 GMT

Cache-Control: private
e Cache-Control: no-cache
e Cache-Control: no-store
e Cache-Control: must-revalidate
e Pragma: no-cache
The directive “Cache-Control: must-revalidate” directs the browser to fetch the pages from the

server rather than picking it up from the local “Temporary Internet Folders”. It also directs the
browser to remove the file from the temporary folders.
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